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Salesforce FAQs Collection part 111

Security in SalesForce CRM

Description:
BISP is committed to provide BEST learning material to the beginners and advance learners.
In the same series, we have prepared a complete end-to end Hands-on Beginner’s Guide for
SalesForce. The document focuses on common questions being asked in interview related to

security inSalesforcenJoin our professional training program and learn fromiexperts.

History:

Version Description Change Author Publish Date
0.1 Initial Draft Chandra Prakash Sharma 10* Jan 2013
0.1 Review#1 Amit Sharma 12" Jan 2013
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Question 1 : A custom profile does not appear for Custom object.

Problem :

We have created a custom object "SAP Accounts" on Custom Object. We have already created a
custom user profile "USER1" which we want to use to access this custom object " SAP Accounts ".
We have set the object access to "USER1". But it is showing the message that we need to give
"USER1" Read permission on Custom Object.
Stepl : Here you can see in userl " SAP Account " custom object data is read only.

p

SHARMA

L0 | SAP Acco +

Search @BISP Here you can See User——? Vikram yadav v | Setup Help

Business Irfoligence Solution Providen inc.

CP Sharma ~

This app menu

Google Talk

Google Talk within Salesforce
is no longer available.

(Google is constantly changing
and evolving their technology
infrastructure. As a result of these
changes the Google Talk sidebar
is no longer available within
Salesforce.

For alternative ways to use
Google Talk click here.

Create New... v

Solution : Step 1.

SAP Account

" bisp

« Back to List: SAP Accounts

Here you can see all

data is read only noty o rize Page | Edit Layout | Printsble View | Help for this Page ()
editable

Open Activities [0 | Activity History [0]

SAP Account Detail
SAP Account Name  hisp

SAP Account_ld  Sali
Mavison_Account_ld  Bi02

Sell_to g

ship_to e

Created By  yogesh sharma, 3/11/2014 4:04 AM

Owner 7] yoaesh sharma

Last Modified By  yogesh sharma, 3/11/2014 4:04 AM

Login Admin account, Then go to Setup > Manage Users > Profiles; select profile name(Which
given user), Click on Edit Profile. see below.

| Quick Find |

Expand All | Collapse All

Force.com Home

Administer

B Manage Users

Users

Mass Email Users
Roles
Permission Sets

Public Groups

Queues

Login History

Identity Provider Event Log

Profiles

All Profiles - Edit| Delete | Create Mew View

C5'BISP

Business Infeligence Sokution Providen Inc.

New Profile | )

[7] Action Profile Name

[T] Edit| Clo... Authenticated Website
[C] Edit| Clo... Chatter External User

[0 Edit| Clo... Chatter Free User

[C] Edit] Clo... Chatter Moderator User
[ Edit| Clo... ContractManager

[T Eadipel... |

[C] Edit| Del... Custom: Marketing Profile
[C] Edit| Del... Custom: Sales Profile

[C] Edit| Del... Custom:Support Profile

A|B|C|D|E[F|G|H|I|J|K|L|M|N|O

User License Custom
Authenticated Website
Chatter External
Chatter Free

Chatter Free
Salesforce

Salesforce

Salesforce

Salesforce

NENENEN

Salesforce
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Step 2:

After that go to down and check " Custom Object Permissions " in " Custom Object Permission
" check all check box and save for Custom object " SAP Accounts ". see below.

Custom Object Permissions
Data Adninsrton sicAccess | b dministston
Read Create Edit Delete ViewAll Modify Al Read Create Edit Delete ViewAll Modify All
i i i i

All Details Hi-Levels

Bisp Emps Invoice Statements

Candidates SAP Accounts

check for check Boxs ol

After that you can check userl profile . show below.

-

(P

SHARMA

Home [RLIEGITIEY +

Search

5 pisp

Buzness Infpligance Solshan Providen nc.

User 1 Profile -—-—-_a (LA ©

Setup  Help CP Shama

Google Talk

Google Talk within Salesforce
is no longer available,

Google is constantly changing
and evolving their iechnology

g S.B:PAccount
o hisp

« Back to List: SAP Accounts

Customize Page | Edit Layout | Printable View | Help for this Page tj

inirasiructure. As a result of these
changes the Google Talk sidabar
is o longer available within
Salesforce.

For alternative ways to use

Open Activities [0 | Activity History [0)

Edit | Delete| Clone

SAP Account Detail

SAP Account Name  bisp

Owner B yogesh sharma [Change

(3oagle Talk click here.

Shortcut

Unresolved Items

SAP_Account_Id
Navison_Account_Id
Sell_to

ship_to

Created By

Salt
Bil2
v
v

yogesh shamma, 311/2014 4.04 AM

Edit | Delete| Clone

Last Modified By

yogesh sharma, 311172014 4.04 AM

Question 2 : limiting managers in the same role access to certain data.
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Problem : What is the best way to limit managers in the same role to being able to only see the
records they own and those of their subordinates.

(¢ P Search... Search @]BISP Vikram yadav ¥  Setup  Help CP Sharma ~

SHARMA

Rusines; Infaligence Solton Providen Inc.
Home +
Google Talk Student v Edit Delete Read Printable View | Help for this Page &)
: ou can Edit, Delete , Rea
Google Talk within Salesforce is \ 4 M\ss.Mynewlogo all operatjon perform
no longer available. « Back to List: Accounts -)‘
Google is constantly changing
and evalving their technalogy
infrastructure. As a result of
these changes the Google Talk Student Detail Delete | Clone | Sharing
cidebaris no longer available S
within Salesfarce City Name  Miss.Mynewlogo Owner E]"ogesh sharma [Change
For alternative ways to use Gender
ENIETEIER Crested By  yogesh sharma, 2/20/2014 831 PH Last Modified By yoqesh sharma, 2/2012014 10:01 PH
Edit | |Delete | Clone | | Sharing
| _roats M —

Solution :

Suppose you are setting this requirement for Student(This is a custom object) then follow following
steps :

Step 1:

Set organization wide access of the Student to Private.

Go to Setup > Administration setup > Security controls > Sharing settings > Organization-
wide-defaults > Edit > Corresponding to that object set it to Private.

Organization-Wide Sharing Defaults Edit (E '‘BISP

Business infeligence Sokution Providens inc

Edit your organization-wide sharing defaults below. Changing these defaults will cause all sharing rules to be recalculated. This could require sigr

time depending on the amount of data in your organization. Setting an object to Private makes records visible to record owners and those above 1
access can be extended using sharing rules.

Save Cancel

Object Default Access Grant Access Using Hierarchies
Shape Private -

Student Private - é———Set as a private

Luniiaet Controlled by Farent

Opportunity Public Read/Write -

Step 2 : Create role hierarchy and assign respective roles to managers and subordinates.
Go to Setup > administer > Manage User > Role, Then create role.
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Search... Search

yogesh sharma « Help

Home Positions Job Applicati Depart: t Employees wiki Employment websites Employee List Reports Dashboards 4+
Quick Find - B
Creating the Role Hierarchy
Expand All | Collapse All
You can build on the existing role hierarchy shown on this page. To insert a new role, click Add Role.
Force.com Home
Your Organization's Role Hierarchy (a2 )
Administer Q Collapse All Expand All
_ B cp softtech (ﬁ]lysp
& Manage Users Add Role Busings: IrsoBigence Sokuhan Providens inc.
Users (= C_EO Edit| Del| Assian
Mass Email User - pdd Role
(O B CFO £ail pal Assian
PermissionSets | . Add Role
] d Assiy
Profiles _COO Edit| Del| Assion
Public Groups : Add Role
Queues
Login History :
Identity Provider Event Log | Del| Assion
+| Manage Apps n
»| Company Profile H
*| Security Controls - SVP, Sales & Marketing Edit| Del| Assion
*| Domain Management “- ndd Role
+| Communication Templates
»! Tranelatinn Warkhanch

Step 3 : In organization wide access check the option " Grant access using hierarchy" .

Set organization wide access of the Student to Private.

Go to Setup > Administration setup > Security controls > Sharing settings > Organization-
wide-defaults > Edit > checked the check box " Grant access using hierarchy".

Organization-Wide Sharing Defaults Edit ( 55BISP

Business Insoligance Soluton Providers inc.
Edit your organization-wide sharing defaults below. Changing these defaults will cause all sharing rules to be recalculated. This could require sigr
time depending on the amount of data in your organization. Setting an object to Private makes records visible to record owners and those above
access can be extended using sharing rules.

Save Cancel

Object Default Access I Grant Access Using Hierarchies I
Shape Private -

Student Private - Checked this chew

Contact Controlled by Parent - box.

Opportunity Public Read/Write -

After set private field. you can see below.
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{/P Search... Search @BISP Vikramyadav *  Setup  Help CP Sharma ~

SHARMA Busingss Iréoligence Sokition Providen inc.

Home M

Google Talk within Salesforce is "‘/ MlSS.MynewmgO

no longer available. « Back to List: Accounts Allfield's is only readable

Google is constantly changing

and evolving their technology

infrastructure. As a rasult of

these changes the Goagle Talk Student Detail

sidebar is no longer available ; . —
City lame  Kliss.Mynewlogo Owner
within Salesforce. y iss.Mynewiog B yoqesh sharma

Gender
For alternative ways to use

Google Talk click here. Created By  yoqesh sharma, 2/20/2014 9:31 PM Last Modified By  yogesh sharma, 2/20/2014 10:01 P

Question 3 How to create profile in free version?

Solution :

Create account on SalesForce, you have two ways.Go to below link.

1. http://www.salesforce.com

2. http:/www.Developer.Force.com

For create Free version in SalesForce prefer way is go to link number (2) . you can see below.

Step.1 : Open web browser Enter address on URL http://www.Developer.Force.com, Click on Join
Now Button. see below.

developerforce. C3BISP 4

Businass inteligance Soktion Providen inc.

Home  Technical Library Boards  Cookbook  Code Share Blogs Pariners  More

Start Building Today! = Build Mobile Apps
j— Develcpers @ Dreamforce Nobie Temyles )

_ean t develop i1 the cloud W provide -

all tre developer envirenments, Immerse yourself in the Developer Zane

regouress, tools, documentaior and Novamber 18-21, 2013 | San Francisco Develbper Warkbooks

conenifar you to take fu | advaniage of G el )

he power of Force.com. Begin by #devzone i

“ollowing these two steps:

d (If Forze.com Blo
O Get: Free Developer Edition REGISTER NOW ) e g )
(3]

3rowse Getting Started

Step 3 : After Click on Joint Button open new page, Registration page it show in figure.

Printable Vigw | Help for this Page &)
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Sign up for your FREE Developer Edition environment

A Developer Edition environment gives you complete access to the entire
Salesforce cloud platform to build mobile and enterprise apps. COut of the
box, you get the Apex programming language, Visualforce for building
custom user interfaces, 30AP and REST APls, and much more.

First name : Joy
Last name A
- Enter vailid mail id.
Email : chandra.prakash@rediff.com
Job Role Dewveloper -
Company
Country United States -~

Postal Code
Select a unique username in the form of an email by which you will
access your Developer Edition account.

Username usermname@example form

[ 1| have read and agreed to the Master Subscription Agreement

oo NN

=
|T-J-:;-e the two words | by < W[:AF’TE:HA

Privacy & Terms

Sign me up =

Note
1. First Name, Last Name Field

- Don't give any Space and Special character space allow.
2. And other field No Specific Validation.

Step 4 :- open your email that Enter you in Email Field.
open mail that coming from inf@sforce.com
show in figure
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Replv * Forward © Delete ReporSpam | Achons = @BISP

Subject: Salesforce.com login confirmation b e et

From: “info@sforce.com” <info@sforce.com=
To: "yogesh_cp@388@redif.com’ <yogesh_cpBdad@radiffcoms=
Show full Headers

Welcome to Force.com Developer Edifion.
Dear prakash sharma,

Your user name is below. Note that itis in the form of an emall address:

User name: sharma@Ivs.com

You'll be asked to set a password and password question and answer when you first log in.
Passwords are case sensitive,
Your password question and answer will be used if you forget your password. Make sure to choose a password question and answer hat you will easily remember

Click hitps:/login salesforce com
[2c="%2FL1MOX9sQLGQoVXAWDDWYIFfgOyRBoiQvircNXInbUORVeWTPKSIReQMiaBn% 2Ba 9tnal%e2F m7|sz6xMWWItAEBtEaw0BoGKT bW %2F FJURUZNSiGE ToUcJowoldutdbtHACHSVATHZidr
WC2 to log in now.

Once again, Welcome to Force.com!

salesforce com
hitp://developer salesforce.com

After click this link show new web page on this page to create own password show:in figure

C3’BISP Sale%rce :

Welcome to salesforce.com!

For security reasons, your password must now be changed. Your password was last changed or reset on 9/4/2013
304 AM

User Hame sharma@lvs.com

New Password sssssssssssss

A strong password contains at least 8 alphanumeric characters, and includes uppercase
and lowercase.

Verify New Password | sesesssssssses (7]
Question In what city was your firstjob? x

Answer bhopall
We will ask you to answer this guestion if you forget your password.

G

Click to save link and view home screen salesforce.com
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imv Force.com Home Page ~ salef... x |whatl about salesforce - Google.... I (5 Force.com Home Page ~ salesf... x [V Developer Force: Salesforce.co.. |v Developer Force.com x | i %

4 [l ' @ htipsi//apl salesforce.com/setup/farcecomHomepage.apexp?setupid=ForceCom@iretURL = %2Fsecur3:2Ffrontdoor. jsp%3Fsid %63D00090000000cV0n %2521 77 v & | | - Google A B ¥+ #
il Home Chatter Campaigns Leads Accounts Contacts Opportunities Forecasts Contracts Cases Solutions Products Reports Dashboards + |
Expand All| Collapse Al com
pand AR Compss foreeco Help for this Page @)
Q, Guick find ioh
Force.com Home Getting Started Dismiss x deve[opmﬂ)rce E
o il Build App Learn More Resources
Administer S
Generale a basic app with just one step, and then easily extend that app with = Next Steps Aricles
+/ Manage Users ‘\\ clicks or code. = Force.com Workbook Check outthe latest content on
= Force.com Developer Force

+| Manage Apps
e App Add App Egncamentss Documentation
Reference documentation

¥ Company Profile
i Secuiy G s Discussion Boards
*| Domain Management Hew! Force.com community

beta . 4
5] Communication Templates Recent Items discussions and solutions
. T St Weos oy e, Tee. hect Featured Content Show All
*| Data Management Price Book Layout Page Layout Price Book CodeTalk Mobile
+| Mobile Administration
| Desktop Administration . . Events Show All
. - : Quick Links
+| Email Administration Sep Salesforce ELEVATE
»| Google Apps Tools L Users # App 04 Werkshop
Build App Quick Start MNew user Manage apps s Webinar: Intro to the
Schema Builder Add multiple users Manage profiles 05 Salesforce Mobile
| Customize | SDK: Building i0S
Mew custom object Reset users’ passwords Enable Chatter feeds Apps
+| Create
¥/ Develop
Jls Security £8 Data r
Schema Builder = J @ Chat
M anab, =7

Note : After Logout you have to way of login
1.) http://salesforce.com click to login button.
2.) http://developer.force.com click to DE Login Button

Question. 4aHoew to Open Security Token In' SalesForce.com..

What is Security Token:

A security token is an automatically generated key by SalesForce that you must add to the end of
your password in order to log into SalesForce from an untreated network.

Step 1:

Click to you profile name open dropdown menu then select My Setting

yogesh sharma - Setup Help Recurment Mangment

My Profile

e
- | My Settings

Developer Console

Let us know what you think | Help for this Page &
Logout

Go to My Setting > personal > Reset My Security Token
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Il'uly Settings I

L Personal

Fersonal Information
Change My Password
Language & Time Zone
Grant Account Login Access

My Groups

I Reset My Security Token I

Connections
Login History
Approver Settings

Advanced User Details

Click on Reset My Security Token link and you can see new web open new web page.

Step 2:
After That you can see Reset Security Token button Click on this button.

|Reset My Secunty TOken | @BISP Let us know what you think | Help for this Page &9

Business Infoligence Solution Providers inc.

=1

‘?\ Clicking the bution belaw invalidates your existing token. After resetting your taken, you will have to use the new token in all API applications.
I
(]

When accessing salesforce.com from outside of your company's trusted netwaorks, you must add a security token to your password to log in to the APl or a desktop client such as Connect for Qutlook,
Connect Offline, Connect for Office, Connect for Latus Nates, or the Data Loader.

G Your security token is tied to your password and subject to any password policies your administrators have configured. Whenever your passwaord is reset, your security token is also reset.

For security reasons, your security token is delieTed to the email address associated with your account. To reset and send your security token, click the button belaw.

Step 3 :
After Click Reset Security Token button, the token has been send on your mail id check your mail
id and how to use security token instruction all so write here. you can see below.
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Reset My Security Token Letus know what you think | Help for this Page @)
Reset Security Token @BISP

Buginess infoligonce Sobuon Providen Inc.

| .

k
Q Anew security token has been sentto yogesh_cpB888@rediff.com, which is the email address associated to your user.

How to enter your security token:

\When accessing salesforce.com eithervia a desktop client or the API from outside of your company's trusted networks:

[f your password = "mypassword”
And your security token = 0C000CC00C
You must enter "mypassword)(CC000CC0C In place of your passwaord

Note that you do nat enter a security tokan in place of your passwaord when logging into salesforce.com via a browser,

Question 5 : How to permit VisualForce Page Access In User Account.

Problem: when | login my user account VisualForce page (NewExample9) not view give me error .
see below.

mnl
Insufficient Privileges l_J BiSP

Rugingss Indligonce Solufon Providen inc,
You do not have the leve! of access necessary to perform the operation you requested. Please contact the owner of the record or your administrator if ccess is necessary.

Solution :

Step 1:

Login your admin account then go to

Setup > Manage Users > User. Select user Profile which want to show VisualForce page. See
below.

A” Users @BISP Help for this Page

Business Intoligence Solution Providers inc.

View: AllUsers  » Edit| Create New View

ABCDEFGHIJKLNNDPQRSTUVWIY Z Oher Al

New User | | Reset Password(s) | Add Multiple Users | | Export to Google Apps
D Action FullMame +  Alias  Username Last Login Rale Active Proﬁle\ Manager
o - P NI2014402  Assistent
[] it bisp, bisp bhisp  bisp@bisp.com Bl Hanaoer v Standard Platform User
[]|Edit Chatter Expert Chatier chaty00d3000000000¢3zam inGrvzuphid@chatter salesforce.com v Chatter Free User
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Step 2 :
Then Go to down find " Enable VisualForce Page Access " then Click on Edit button.

Enabled Visualforce Page Access

@BISP Enabled Visualforce Page Access Help 7

Busingss Infoligence Sokution Providen inc.
Visualforce Page Name AppExchange Package Name
305LQuenTool.QuenToal S08L Queny Toal

Step 3 : Then select Available VisualForce page and add. You can see below.

Enable Visualforce Page Access \ (__f:_}]BISP
i

Buminess InSeBgorC e SohUtion Prosioers inc.

Save | Cancel

Available Visualforce Pages Enabled Visualforce Pages
Inputcompnt_page o v ry ool -
MyProfilePage i NewExampled
MWy _MNew
MewExample |
MewExamplel b Add

MewExample2
MewExampled
MewBExampled R:le%jjue
MewExampleb

MewExamplet
MewExample?
MewExampled
MewTest
Owerrding &7 =

Step 4 : After that go to user page and you can view VisualForce page. see below.

— - ‘ - .
':. ~.—-;”:-,-_;;| __J https://yog-dev-ed--c.apl visual forcecom/i 0 ~ @ & ¢ X Vi j BISP force.com X _J

- a5 Infipligance Soluhan Providers inc.
BB v @ v Pagev Sefetyv Tookv @+ @

TBISP

anesi inhaligencn akiton Poviden

Welcome To Bisp Solution Inc.
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Question 6 : How to set login hours for user.

Problem : We have one user | want to set user login hours. user login time only 10am IST to 6 pm
IST.

See below user login 8:36 AM IST .

@JBISP Search... Search S @BISP bisphisp v  Setup  Help T&tﬁpp v
Busingss indaligence Sokution Providers inc. nme . 8-%AM IST

Busings; Indoligence Solufian Providen inc.
m Chatter Dashboards #
— Here you'tan see user

login in 8:36 AM 15T | Winter 44 for Developers |

Google Talk within Salesforce is Friday Narch 14, 2014
no longer available,

J Hide Feed
Google is constantly changing

and evolving their technalogy QPost iHle C?Link ||| Pall
infrastructure. As a result of

these chlanges the GoogleTalk \mat are you working on? m
sidebaris no longer available Complete your profile

within Salesforce. Tall euervane ahoit l

Recommendations More

Solution :

Step 1:

Go to your Admin account Then go to Setup > Manage User > User, Select user (which user want
to set login hours) see below.

A” Users @BISP Help for this Page

Rusines: infoligence Soluhan Providen inc,

View. AllUsers  » EditCreate New View

ABCDEFGHIJKLNNOPRPQRSTUWVWIYZ Other Al

New User | | Reset Password(s) | | Add Multiple Users | | Export to Google Apps

D Action FullName +  Alias  Username Last Login Role Active Profile Manager
BT - P N4 402 Assistent
[ |Edit Disp. bisp bbisp  bisp@Bbisp.com Al —Mana orf ¥ Standard Platform User
Edit Chatter Expe atter chaty ooxeam.ihBmvzuphlx@chatter.salesforce.com atter Free User
Chatter Expert  Chatter chatty.00d3000000000x3eam.inG hid@chatter salesf v Chatter Free U

Step 2 : Go to down and see Login Hours, click on Edit Button. see below

|Lugi" Hours | [EBISP Login Hours Help 7

Mo login hours specified
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Step 3 : Here you can set login hours day wise.

Login Hours @B'SP

. i Baminess iInfoligonce S-clur_\-ur' Prorwichors inc. )
Select the days and hours that users with this profile are allowed to log in. Mote that all times are exact
times specific to a time zone. Login hours will be applied at those exact times even for users in different
time zones.

Save Cancel

Alltimes are in (GMT+05:30) India Standard Time (Asia/Kolkata)

Here you can set

Day Start Time End Time login Hourse day
Sunday 100AM ~  600PM + Cleartimes wise.
Monday 10:00 AM - Cleartimes

Tuesday 10:00 AM - Cleartimes

Wednesday 10:00 AM -

Thursday 10:00 AM -

Friday 10000 AM -

Saturday 10:00 AM - &:00 PM ~ Cleartimes
Clear all times

Cleartimes

Cleartimes

Cleartimes

Save Cancel

After set login hours then you can try to login. it show you Error message. you can only login 10 AM
IST - 6 PM IST.

5 'BISP

B InteBgence Sakiton PodeT N,

.. With Salesforcel,
SElJ?S]f)I'CG our salespeople
have mobile access
et e e s to everything. ”{'

lagin ime may be restricted. Please contact the -Heather Talerico,
administrator at your company for help. Director, Sales Solutions | ADP

Your login attempt has failed. The username or

Explore the Salesforcel Mobile App 3
bisp@bisp.com R )

' App Store

T The future of Apps for every 8 ways to unlock
Log in customer service industry Salesforce w/ Pardot

Free webinar } Free e-book ¥ Free whitepaper }

P G

Dr\.\.nl vad on the H ANDROI

] Remember User Name

Forgot your password? | Sign up for free.

Question 7: How to set Login IP Ranges for user.
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Problem: We have some user | want set Login IP Ranges.
Ex: | am set this IP 192.168.1.2 for user, user can login on this IP only other IP is not allow to login.
You can see that time user login any IP address. see below.

[EJBISP Search... Search @BISP bispbisp *  Setup  Help TestApp ~

Busingss Infeligence Soktion Provides nc.

m Chatter Dashboards +
bisp bisp

Busingas Inoligence Soktion Provider inc.

Google Talk within Salesforce is Friday March 14, 2014
no longer available.
- Hide Feed
Google is constantly changing
and evolving their technology @ post ] File P Link ] Pol Recommendations More
infrastructure. As a result of
these changes the Google Talk ¥hat are you working on?
sidebaris no longer available Complete your profile
within Salesforce. Tell everyone about x
- ourself and upload a
For alternative ways to use Q| sortBy Most Recent Activity ;hoto g
Google Talk click here. i
There are no updates. User login any IP Skip =
address at this time. Vikram yadav
records
© Follow

Solution : Go to your Admin account Then go to Setup > Manage User > User, Select user (which
Profile want to set IP Ranges) see below.

A” Users @BISP Help for this Page )

Busingss Irfoligonce Sokuton Providen Inc.

View: AllUsers  + Edit|Create New View

ABCDEFGHIIKLMNNOPQRSTUYWXYZ Other Al

New User | ResetPassword(s) | | Add Multiple Users | | Export to Google Apps

D Action FullName +  Alias  Username Last Login Role Active Profile Manager

M3R014402  Assistent
P lanager1

[]|Edit Chatter Exped  Chatter chatty.00d900000000ax9eam.inémvzuphidi@chatter salesforce.com ¥ Chatter Free User

¥ Standard Platform User

[ |Edi Disp.bisp  Dbbisp Disp@bisp.com

Step 2 : Go to down and see Login IP Ranges, click on Edit Button. see below

|Lngin IP Ranges New GB'SP Login IP Ranges Help |7

A IR T LR FTR I

Mo login IP ranges specified. Users from any IP address are alloweBfo login.

Step 3 : Set here start IP Address or End IP Address. you can see below.

www.bispsolutions.com www.bisptrainigs.com www.hyperionguru.com Page 15



http://www.hyperionguru.com/
http://www.bisptrainigs.com/
http://www.bispsolutions.com/

Login IP Ranges

Enter the range of valid IP addresses from which users with this profile can log in.

(5'BIsP

Buzings: Infaligence Solufian Providen inc,

Help for this Page ﬂ

Save | | Cancel

Please specify IP range

Start IP Address |192.153.1.1{]. End IP Address |192153.1.3{1

Save | Cancel

After set IP Ranges then you can try to login. it show you Error message.

you can only login 192.168.1.10

| =Required Information

CH'BISP

B InbeBgenca Sakibon Posidens ine.

®\With Salesforcel,

SHJC?]E)I'(? our salespeople
have mobile access

password may be incorrect, or your location or
lagin time may be restricted. Please contact the

bisp@bisp.com

[ Remember User Name

Forgot your password? | Sign up for free.

Explore the Salesforce1 Mobile App >

# Download on the

. « AEp Store " |p‘-‘~ '

T The future of
Log in customer service

Free webinar )

Your login attempt has failed. The username or TD evel'yrhiﬂg ,,“

-Heather Talerico,
administrator at your company for help. Director, Sales Solutions | ADP

)

Apps for every
industry

Free e-book )

8 ways to unlock
Salesforce w/ Pardot

Free whitepaper }

Question 8: How to Enabled Apex Class Access in User Account.

www.bispsolutions.com www.bisptrainigs.com

WWWhy| zerionguru.com

Page 16



http://www.hyperionguru.com/
http://www.bisptrainigs.com/
http://www.bispsolutions.com/

Problem : when | login my user account Apex Class not is there view. See below.
For see Apex Class in User Account Setup > Develop > Apex Class.

Apex Classes @BISP Help fortis Pege @

Busings: Infaligence Soluhan Providan inc.
Force.com Apex Code is an object oriented programming language that allows developers to develop on-demand business applications on the Force.com platform.

¢7% Percent of Apex Used: 0.83%

You are currently using 25,025 characters of Apex Code (excluding comments and @isTest annotated classes)in your organization, out of an allowed limit of 3,000,000 characters
Mote thatthe amount in use includes both Apex Classes and Triggers defined in your organization.

Estimate your organization's code coverage | i

Compile all classes | i
View: | Al v | Create New View

=Previous Page | Mext Pages

There is Apex class A/B/CDEFGHIJKLMNOGPOQRSTUWVWXY|Z Oter Al
Name

Generate from WSDL | | Schedule Apex

Namespace Prefix ApiVersion Status Size Without Comments  Last Modified By Override Log Filters
Account 290 Active 33 yogesh sharma, 2/25/2014 2:55 P
* Accountlpdate Test FieldStarm 230 Active 912 yogesh sharma, 1/23/2014 3:26 PI
accsearchvalue 29.0 Active 441 yogesh sharma, 2/12/2014 12:44 P
= ActionHandler geopointe 280 Active 79 yogesh sharma, 2/28/2014 9:59 AW

Solution :
Step 1:

Go to your Admin account Then go to Setup > Manage User > User, Select user (which Profile
want to set enable Apex Classes) see below.

A” Users @BISP Help for this Page

Busingss Irboligance Soltan Provider Inc,
View: AllUsers  + Edit|Create New View

ABCDEFGHIIKLMNNOPQRSTUYWXYZ Other Al

New User | ResetPassword(s) | | Add Multiple Users | | Export to Google Apps

[] Action Fulllame t+  Alias  Username

Last Login Role Active Profile Manager
o ‘ o 32014402 Assistent
[]|Edit bisp. bisp bbisp  bisp@bisp.com ol em— v Standard Platform User

[]Edit Chatter Expet Chatter chatty00d9000000000x9eam.inGrvzuphid@chatter salesforce com

¥ Chatter Free User

Step 2 : Go to down and see " Enable Apex Classes ", click on Edit button.

Enabled Apex Class Access

Enabled Apex Class Access Help |7

C3'BISP

Mo Apex Classes enabled

Step 3 : Select Available Apex Class and click on Add button, save it. See below.
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Enable Apex Class Access @BISP

i, Baginess iInfolgence S0lution Prowiciers inc.

Available Apex Classes Enabled Apex Classes

myext | ivalemail 8

newOpportunityController

popuplogic

sendEmail

sthwitter AutomationWrapper Add
stwitter SecurityUtilities LM
sftwitter SocialSetupController P
sthwitter. TwitterScheduler Rtlamjue
sftwitter. TwitterSchedulerlgnore

test1ControllerExtension
testComponentCaontroller
testControllerExtension |:
thecontroller

TR Pt | W TNt 0 (PN
™=

After that go to user profile and check this page, now this apex page available on user profile.

Apex Classes  thisuser page here you can see @BISP Hel for tis Page

It Vﬂlemﬂil page Busingss Infligence Sokuhon Provider inc.
Force.com Apex Code is an object oriented programming language that allows developers to develop on-demand business applications on the Force.com platform.

() Percent of Apex Used: 0.83%
You are currently using 26,025 characters of Apex Code (excluding comments and @isTest annotated classes) in your organization, out of an allowed limit of 3,000,000 characters.

Note that the amount in use includes both Apes Classes and Triggers defined in your organization.

Estimate your organization's cods coverage | i

Compile all classes i
View. | Al v | Create New View

ABICODEFGHIJKLMWMNOPRQRSTUMWXY Z Oter Al

Generate from WSOL | | Schedule Apex

Namespace Prefix ApiVersion  Status Size Without Comments  Last Modified By Override Log Filters
20 Artive i yogesh sharma, 11/21/2013 1:58 P
\FController 290 Active G40 yoaesh sharma, 2/13/2014 4:45 P
+ Viz_Cantroller geopaints 290 Active 30,31 yogesh sharma, 2/28/2014 959 AN
+ Viz_Cantroller Test geopaints 290 Active 3042 yogesh sharma, 2/28/2014 8:29 AW

Question 9 : How to set Field level Security .
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Problem : Userl (Asst. Managerl )login see all account Fields.
User 2 (Asst. Manager2) login see not see account All fields.

User 1(Asst. Managerl ) Profile :

(5 BIS
usingss irieligence Solition Providen inc.

Home Chatter Contacts Reports Dashboards Employee List  +

L]
Google Talk Account Edit You can see in account Help for this Page @)

‘f New Account , Account Information

Google Talk within Salesforce is all Field's is there

no longer available.

Google is constantly changing Account Edit Save | Save & MNew| Cancel
and evolving their technology -
infrastructure. As a result of

Account Information | =Required Information
these changes the Google Talk
sidebaris no longer available _— o
Account Owner  bisp bis Ratin
within Salesforce. PUEL ¢ | Hone- v |

For altemative ways to use fecontieme |:| Phane

Google Talk click here.
Parent Account CM Fax

Account Number Website

Account Site Ticker Symbol

Solution :
Step 1: Go to your Admin account Then go to Setup > Manage User > User, Select user (which
Profile want to set Field level Security) see below.

A” USE[’S @BISP Help for tis Page @)

[usingss Infeligonce Soktan Providan Inc,

View: AllUsers  + Edit|Create New View

ABCDEFGHIIKLMNNOPQRSTUYWXYZ Other Al

New User | ResetPassword(s) | | Add Multiple Users | | Export to Google Apps

DAction Fulllame +  Alias  Username Last Login Role Active Profile Manager
o ‘ I 2014402 Assistent

[]|Edit bisp. bisp bbisp  bisp@bisp.com ol _Mana e v Standard Platform User

[]Edit Chatter Expet Chatter chatty00d9000000000x9eam.inGrvzuphid@chatter salesforce com v Chatter Free User

Step 2 : After that click on Clone button.
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Kelp for this Page &9

rESutgndard Platform User |

« Back to List: Users

Users with this profile have the permissions and page layouts listed below. Administrators can change a user's profile by editing that user's personal information.

If your organization uses Record Types, use the Edit links in the Record Type Settings section below to make one or more record types available to users with this profile.

Login [P Ranﬁfs [01 | Enabled Apex Class Access[1] | Enabled Visualforce Page Access [2]

Profile Detail Edit View Users

Hame  Standard Platform User

User License  Salesforce Platform Custom Profile
Created By  yogesh sharma, 8/30/2013 3:17 PM Modified By  yogesh sharma, 314/2014 10:56 AM

Step 3 : Enter here profile Name. then click on Save button.

Clone Proflle @BISP Help for this Page &8

Enter the name of the new profile. Fusiness infafiganse Salian Fredes ins.

You must select an existing profile to clone from. I = Reguired Information

Existing Profile Standard FPlatform LUlser
User License Salesforce Platform
Profile Name IASStFiId

Save Cancel

Step 4 : After that go to Setup > Users > select user (User2 Asst. Manager2), Click on Edit
button.

see below.
-@BISP AlBlclD EF G/HId/k/Lmnjo/rlalR/s T UV WY Z| oter Al
Business nbaligence Sokitian Providen inc. New User | | Reset Password(s) | | Add Multiple Users | | Export to Google Apps
DAct\on Full Hame + Aliazs  Username Last Login Role Active Profile Manager
N ) ) ) 34120141036 Assistent
[T |Edit  bisp, bisp bbisp  bisp@bisp.com / A Manager v Standard Platform User
[7] |Edit Chatter Expert  Chatter chatty 0049000000000x3eam.ihBrvzuphld@chattersalesfple com v Chatter Frae User
o . . . Assistent Partner App
[ | Edit  lio, Mak miio  mak@bisp.com 310/2014 8:07 AM Manager? Subscrigtion
- ) ) ) ) Assistent
ﬂ sharmajoy  jshar  jov@hisp.com 14920 i | LS Standard Platform User
sharma ) . - yadav,
| : CED I -
O | Edit p— yogi  yogeshg@lvs.com 42014 343 AW CEO v’ System Administrator Vikiam
[ |Edit yadav Vikram — wadav yp.01012013@gmail.com 3M1320145:05PM  Manager v o

New User | | Reset Password(s) | | Add Multiple Users | | Export to Google Apps
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Step 5 : Here you can select Profile "AsstFild", then save it.

User Edit @BISP Help for this Page &
joy sharma
Business infpligence Sohution Providen inc.
User Edit Save || Save & New | | Cancel

General Information

| =Required Information

Firsthame  joy Role | Assistent Manager2 M
Lastlame | sharma Here you can select User License | salesforce Plaform v
] AssFild Profile
Alias | ishar | Standard Platform User | v/ i
Email | yogesh_cp888s@redit

Username

|ioy@bisp.com
lioy i

Nickname

Marketing User

Dffline User

Step 6 : Then again go Setup > Users > select user (User2 Asst. Manager2),and click on "

AssFild "
Help for thig P
All Users [__E)JBISP @ for s Page
Busingss Inssligance Sokution Provider inc.
View: Al Users » FEdit| Create New View
AB|C/DE/FGH/IJKLMHNOPOQQRSTUWV WX Y Z| Oter Al
New User | | Reset Pazssword(s) | | Add Multiple Users | | Export to Google Apps
|:|Action Full Name + Alias  Username Last Login Role Active Profile Manager
) ) ) ; ) 31420141036 Assistent
[ | Edit bisp, bisp bbisp  bisp@bisp.com e Manager] v~ Standard Platform User
[] | Edit Chatter Expert  Chatter chattv.00d9000000000x3eam.ihGmvzuphid@chatter.salesforce.com v Chatter Free User
- . . ) Assistent Partner App
[ |Edit  lio, Mak mlio  mak@bisp.com 31072014 8:07 AM Manager? Subscription
) ) ) ) ) . Assistent !
[ |Edit sharma.joy  jshar joy@hisp.com 31412014920 AN (2 = AsstFild
. sharma ) . - yaday,
Y0 yogesh@Ivs.com : CEO System Administrator
[ | Edit ogesh yogi ogesh@lvs.com 3412014 943 AM  CEO System Administrator Vikram
[7] |Edit  vadav Vikram  wadav yp.01012013@gmail.com 3M32014 5:05 PM Manager cp
New User || Reset Password(s) | | Add Multiple Users | | Export to Google Apps
Step 7 : After click, Go to down you can see " Field-Level Security " here you can click on
Account " view ". then click on Edit button.
Field-Level Security . [EJBISP
CIICk hEI"E Buginps: infpligence Soltian Providen inc.
Standard Field-Level Security
Account | [View] ldea  [Wiew]
Campaign Member [ View] Social Persona [ View]
Contact  [View] Task  [View]
Event  [View] User [View]
www.bispsolutions.com www.bisptrainigs.com www.hyperionguru.com Page 21
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Step 8 : Unchecked visible field's(which want to you). then click on Save button.

Account Field-Level Security for profile Help for this Page @
AsstFild BISP

Busingss infeligence Folution Providen nc.,

Save | Cancel

Field Name Field Type Visible Read-Only
Account Name Name v

Account Number Text E O
Account Owner Loakup v

Account Record Type Record Type v

Accourt Site Texd Unchecked this field's B l
Account Source Picklist O O
Active Picklist 0 0
Annual Revenue Currency O O
Billing Address Address 0

Step 9 : After that login User2(Asst. Manager2) account, here you can see some Field's messing.
you can see below.

SGIC%I'CC 4 joysharma v  Sewp  Help Platform ~ +

141

Home Chatter Contacts Reports Dashboards Employee List  + \

) You can see here )
Google Talk . Account Edit Help for this Pags ()

. New Account some fiald'sare

messing.

I

Google Talk within Salesforce
is no longer available.

Gaogl s constarty changing Account Edit Save | Save & New| Cancel
and evolving their technology lafa

infrastructure. As a resuit of these .
changes the Google Talk sidebar Account Information I = Required nformetion
is o langer available within
Salesforce. Account Owner  joy sharma Rafing --None—B

For alternafive ways to use Account Name Phone
GGoogle Talk click here.
Parent Account Cﬂ Fax

Website
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Question 10: Object level Security.
Problem : | want to hide Tab User2 (Asst. Manager) but Userl can see this Tab.

B
; bisphisp v Setup Help | Plafform

E> User] Asst. Mangerl

Home Chatter BUBSTIEN Contacts Reports Dashboards Employee List

This s UsérlAsst.
Google Talk +  Accounts Managerl Tel me mare!| Hep forthis Page €

. Home

(00gle Talk within Salesforce is
no longer available,

View: | Recenly Viewed Accouris v Got | Creae New View

(30002 i constantly changing

S&lﬁ\?ﬁrcc d | joyshama v Setp  Hep | Platform v

143
. E>User2Asst. Manger2

‘ Home Chatter | Accounts | Contacts Reports Dashboards Employee List +

f
—— ' N This User2 Asst,
‘ Quick Find O\‘ Administer Manager2 Help fortis Page @)

- Developer Edition

Epand Al | Colapse Al

Solution';
Step 1: Go to Setup > Users > select user (User2 Asst. Manager2), and click on " AssFild " then

click on Edit button.

A” Users @BISP Help furthisPage@

Business Insoligence Solufian Providers inc.

View:  AllUsers » Edit| Create New View

A/BCDEFGHIJKLMWMNOPQQRSTUWV WX Y Z Oter All

Hew User | | Reset Password(s) | | Add Multiple Users | | Export to Google Apps

|:| Action Full Hame + Alias  Username Last Login Role Active Profile Manager
. . . . 3M4/2014 10:36 Assistent
[ | Edit bisp, bisp bbisp  bisp@bisp.com AN Vanagerd v Standard Platform User
B | Edit Chatter Expert  Chatter chatty00d9000000000x9eam.ihmvzuphbdi@chatier salesforce.com v Chatter Free User
S : ! . Assistent Partner App
[ Edit  lio Mak lic  mak@bisp.com 3M0/2014 8:07 AM Manager? Subseription
) : : : ) . Assistent )
[ | Edit gharma, joy shar  jovi@bisp.com 3M4/2014 9:20 AM Manager? v AsstFild
_ sharma - . - yaday,
vog vogi  yogesh@lvs.com : CEO System Administrator -
0 | Edit agesh 0qi ogesh@lvs.com 3M4/2014 943 AM  CEO v~ System Administrator Vikram
] | Edit yadaw Vikram  wyadav yp.01012013@agmail.com 3M3/2014 5:058 PM  Manager v o

New User | Reset Password(s) | Add Multiple Users Export to Google Apps
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Step 2 : After Edit Go to down and find Tab setting, here find Account Tab and set " Tab Hidden".
and save it.

Tab Settings @BISP

[7] Qverwrite users' persanal tab customizations Nerersre- P

Standard Tab Settings
Home  Default On Forecasts | Tap Hidden ~
Accounts |TabHidden - Groups IDefauItOn -
App Launcher ITabHidden v Ideas IDefauItOn v
Chatter | DefaultOn Libraries | Tap Hidden ~
Connections |TabHidden v People IDefauItOﬂ v
Console  Tab Hidden Profile | Defauton  ~

After that you can see both user.
r

(3 BISP
. bisphisp ¥  Setup  Help Platform  ~

e E> Userl Asst, Mangerl
PR—————

Home Chatter WiGITIN Contacts Reports Dashboards EmployeeList #

This s Usérl Asst.
Google Talk = Accounts Managerl Tell me more!| Help for this Page @

. Home

Google Talk within Salesforce is
no longer available,

View: | Racertly Viewied Accounts V| Got  Create New View

Google is constantly changing

joyshama v  Setup  Help || Platform

E> User2 Asst. Manger2
Home Chatter Contacts Reports Dashboards Employee List #
:QuickFind Q:‘ Administer “\Hereyoucanlsee et tisPage )
Developer Edition Aooount Tab s not
Expand All | Coliapse All there,
Administer Getting Started
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