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Python/flask With Cloud Watch(AWS)

Watchtower is a log handler for Amazon Web Services Cloud Watch Logs.Cloud Watch Logs is
a log management service built into AWS. It is conceptually similar to services like Splunk and Loggly,
but is more lightweight, cheaper, and tightly integrated with the rest of AWS.

<

Amazon CloudWatch

@lask i P

Objective

The main objective of this project is that we will be able to generate log files and it will automatically

appear in our Cloud watch and provides real time monitoring

Solutions:

Note:In this document we explain step by step Implementation between flask and Cloud watch (To store

logs).

Stepl :

pipinstallwatchtower

Step2:
Pip install awscli
This will install the aws-cli package as well as all dependencies.

The quickest way to get started is to run the aws configurecommand:
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Step3: Go to your flask project directory and run the following command for connect to aws

cloud watch

$ aws configure

AWS Access Key ID: your aws access key

AWS Secret Access Key: your aws secret key
Default region name [us-west-2]: your aws region

Default output format [None]: json

Step4: Go to your main.py file and wirte the following code.

watchtower, flask, logging

logging.basicConfig( =logging.INFO)

app = flask.Flask( )

handler = watchtower.CloudWatchLogHandler()
app.logger.addHandler(handler)

logging.getLogger( ) .add Handler(handler)

After that run your flask project by entering the command
>

When you hit this command in the command prompt the following screen will display

F:\flask_app>python run.py
[c:\Python\1ib\site-packages\flask_sqlalchemy\ _init__.py: : FSADeprecationWarning: SQLALCHEMY_TRACK_MODIFICATIONS adds significant overhead and will be disabled by defaul
[t in the future. Set it to True or False to suppress this warning.
"SQLALCHEMY_TRACK_MODIFICATIONS adds significant overhead and '
[INFO:botocore.credentials:Found credentials in shared credentials file: ~/.aws/credentials
* Serving Flask app "flaskblog" (lazy loading)
# Environment: production

Use a production WSGI server instead.
* Deb 3 GF
* Running on .0.0. (Press CTRL+C to quit)

QL= (1] "GET / HTTP/1.1" 200 -
/static/main.css HTTP/1.1" 304 -

/ 00
/register HTTP/1.1" 200 -
/register/snow HTTP/1.1" 404 -

Step5: Now go to your AWS console

Click on the logs from the side navbar. you will see the following screen.
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CloudWatch CloudWatch > Log Groups
Dashboards
Alarms (N Create Me Iter |
Filter:| Log Group Name Prefix
Log Groups

Billing flask
Events watchtower

Rules

Event Buses
| Logs
Insights
Metrics
Settings

Actions ~

X
Insights
Explore

Explore

Expire Events After Metric Filters
Never Expire 0 filters.
Never Expire 0 filters.

o % 0
Log Groups 1-2

Subscriptions
None

None

When you click on the watchtower button. You will see your log file name. Whatever name you defined in
your flask app.. in my app I defined name werkzeug.

Streams for watchtower

CloudWatch CloudWatch > Log Groups
Dashboards
Alarms 4 Search Log Group Create Log Stream
Filter: | Log Stream Name Prefix x
Log Streams
Billing werkzeug
Events
Rules

Event Buses
| Logs
Insights
Metrics
Settings

Favorites

© Add a dashboard

Delete Log Stream

~ Last Event Time
2019-08-22 13:20 UTC+5:30

o & @

Log Streams 1-1

When you click on your log file you will see all the log file generated from your flask app. your screen looks

something like this.

CloudWatch
Dashboards
Alarms 4
Filter events
Time (UTC +00:00)
Billing
2019-08-22
Events
Rules »  07:48:05
Event Buses »  07:49:35
I Logs > 07:49:35
. > 07:49:36
Insights » 07:49:42
Metrics »  07:50:05
; »  07:50:07
Settings »  07:50:08
o »  07:50:09
Favorites ]
© Add a dashboard »  07:50:12
»  07:50:14
»  07:50:18

CloudWatch > Log Groups > watchtower > werkzeug

Message

No older events found at the moment. Retry.

* Running on hitp://127.0.0.1:5000/ (Press CTRL+G to quit)
127.0.0.1 - - [22/Aug/2019 13:19:35] "GET / HTTP/1.1" 200 -

127.0.0.1 - - [22/Aug/2018 13:
127.0.0.1 - - [22/Aug/2019 13:

:35] "GET /static/main.css HTTP/1.1" 304 -
:36] "GET /favicon.ico HTTP/1.1" 404 -

127.0.0.1 - - [22/Aug/2019 13:19:42] "GET /jb HTTP/1.1" 404 -

127.0.0.1 - - [22/Aug/2019 13:.
127.0.0.1 - - [22/Aug/2019 13-

:05] "GET / HTTP/1.1" 200 -
:07] "GET /login HTTP/1.1" 200 -

127.0.0.1 - - [22/Aug/2019 13:20:08] "GET /register HTTP/1.1" 200 -

127.0.0.1 - - [22/Aug/2019 13:.
127.0.0.1 - - [22/Aug/2019 13:
127.0.0.1 - - [22/Aug/2019 13-
127.0.0.1 - - [22/Aug/2019 13:
127.0.0.1 - - [22/Aug/2019 13:

:09] "GET /about HTTP/1.1" 200 -

:10] "GET /home HTTP/1.1" 200 -

:12] "GET /login HTTP/1.1" 200 -

:14] "GET /register HTTP/1.1" 200 -

:18] "GET /register/snow HTTP/1.1" 404 -

No newer events found at the moment. Retry.

Expand all

® Row Text [N (2}

all  2019-08-21 (07:50:18) ~

when you click on the cloud watch you may see now you are able to see all your flask app logs in real-time

monitoring.
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| Cloudwatch CloudWatch: Overview v Timerange 1h 3h 12h 1d 3d 1w custom ~ Actions ~ Sl
Dashboards
Alarms 4 All resources A
CloudWatch Logs View CloudWatch Logs dashboard
Billing Incoming Log Events Sum Delivery Errors Sum
Events No unit 1
Rules 12
Event Buses
05
Logs 65
Insights
Metrics 1 0
Settings 08:00 08:30 09:00 09:30 10:00 10:30 08:00 08:30 09:00 09:30 10:00 10:30
@ IncomingLogEvents @ DeliveryErrors
©Add a dashboard S3 View S3 dashboard
Bucket Size Bytes Average Number Of Objects Average
1 1
05 & 05
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